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1. INTRODUCTION 

It has become increasingly common in recent years for people to use multimedia data, particularly 
images, video, and audio data. The confidentiality, integrity, and identity or ownership of some multimedia 
data, such as that found in entertainment, politics, economics, militaries, industries, and educational 
institutions, must be ensured in order to maintain itsvalue [1], [2]. There are numerous practical uses of 
cryptology, which looks to be an efficient method of protecting information, in this regard. Despite this, the 
classical number theory and algebraic concepts that underlie most text or binary data encryption ciphers, such 
as the data encryption standard (DES), advanced encryption standard (AES), international data encryption 
algorithm (IDEA), and the rivest-shamir-adleman (RSA) algorithm created by Rivest, Shamir, and Adleman, 
do not appear to be appropriate for multimedia applications. This is due to the different reasons such as very 
large-size, strong correlations, similar gray-scale values, and high redundancy [3]-[7]. 

Recently, there has been a surge in interest to implement the encryption process using chaotic 
theory. The main advantage of these encryptions stems from the observation that a chaotic signal appears to 
non-authorized users as noise, regardless of the mechanism used to generate it. Second, the chaotic signal's 
time evolution is strongly influenced by the initial conditions and the control parameters of the generating 
functions (i.e., when these quantities are changed even slightly, the temporal evolutions vary dramatically). 
Furthermore, the cost of generating a chaotic signal is often low, making it suitable for multimedia 
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applications. For these reasons, chaos-based multimedia encryption algorithms have attracted considerable 
attention and have made significant development over the past few years [5], [8], [9]. 


2. CHAOS THEORY FOR CRYPTOGRAPHY 

The initial conditions of the deterministic system are extremely sensitive and cannot be described 
with infinite precision, resulting in an apparently random behavior in the chaotic dynamical system. The 
chaotic system's is unpredictable behavior, therefore it resembles noise in this respect. Chaos-based 
cryptographic algorithms are an obvious choice for safe communication and cryptography because of the 
tight connection between the two fields [10]-[12]. Tight connection between cryptographic algorithms and 
chaotic maps can be seen in their sensitivity to changes in initial conditions and control parameters, 
pseudorandom behavior, and unstable periodic orbits with long periods [6], [13], [14]. In the multimedia data 
such as image can be encrypted using chaos because some dynamic systems are capable of producing random 
sequences of numbers that are difficult to predict. Encryption of data is accomplished by utilizing these 
patterns. As a result of pseudorandom behavior, the system's output appears random to the attacker, while it 
appears defined to the receiver and decryption is possible [1], [15]. Chaos maps, on the other hand, can only 
be applied to real numbers, whereas encryption transformations can be applied to finite sets. In cryptography, 
the parameters of a chaos map are equivalent to the encryption key. The equivalent factors of these fields are 
presented in Figure 1 [2], [16], [17]. 

A chaotic map can be used in two ways in a cipher system: To begin, use chaotic systems to generate a 
pseudorandom key stream. Second, as the initial conditions and control parameters, use plain text or the secret key(s). 
Finally, some chaotic systems iteration is applied to generate the cipher text [10], [18], [19]. 
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Figure 1. Equivalent factors 


3. CHAOTIC MAPS 

Chaotic maps are evolution functions that demonstrate some type of chaotic behavior in math. Both 
discrete-time and continuous-time parameters can be used to parameterize map. Taxonomy of chaotic maps 
is illustratedin Figure 2 [15]-[20]. 

Maps of discrete and continuous chaotic systems are frequently used in the study of dynamical 
systems. The most common chaotic maps are listed in Table 1 [13]. Chaotic cryptosystems have important 
and profound qualities that can be directly integrated with conventional cryptography to create a resistant 
statistical test attacks cipher (i.e., secure enough). Figure 3 depicts the features of deterministic chaotic 
cryptosystems [2], [6]. 
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Figure 2. Taxonomy of chaotic maps 


Table 1. List of most common chaotic maps 


Chaotic map Time Space Diminution _ Parameter Formula Ref. 
Lorenz map Continuous Real 3-D 3 x=a(y-x), [2] 
ý = (0 -= z)x-y, 
ż = xy — bz. 
Bogdanov Discrete Real 2-D 3 x =x+y', [14] 
map y' =y +ey + kx(x — 1) + pry. 
Hénon map Discrete Real 2-D 2 m =1+y, —ax’n [9] 
Yn+1 = DX 
Logistic map Discrete Real 1-D 1 Xn+1= a Xn(1-Xn) [6] 
Zaslavskii Discrete Real 2-D 4 Xnar = [Xn + VC + Myn) + evMcos(2rx,)]%1 15] 
map Ynt1=e-" (y_+ecos (21xp)) 
Arnold cat Discrete Real 2-D 0 (x,y) > (2x +y,x+y)%1 16] 
map 
Chebyshev Discrete Real 2-D 2 (1 -= x?)y” — xy +n?y =0 [7] 
map (1 —x?)y" — 3xy + n(n + 2)y =0 
Circle map Discrete Real 1-D 2 Gian = 9 (0) +0 17] 
Chua circuit Continuous Real 3-D 3 cae —x- 19 
Z aly =x- fO], l 
RG =x-y+R 
2e x= y 2 
dz _ 
ap BY 
Lorenz 96 Continuous Real 2-D 1 -- [18] 
model 
Tent map Discrete Real 1-D 2 fa = min{x, 1 — x} [1] 
Coupled Discrete Real 1-D 2 Xn+1 = Elrx„ (1 — xn)]s + (1 — O[rx, (1 - [13] 
logistic map Xn)ls — 1) 
Baker map Discrete Real 2-D 1 2x,0 <x < 0.5 [1] 


s) = ba ue <x<1 


Chaos functions are used to develop the mathematical model of nonlinear systems. The chaotic 
function has a variety of intriguing characteristics. These functions repeatedly generate the random sequence. 
Ergodicity, sensitivity to initial conditions, and random-like behavior are all characteristics of chaotic 
systems. As a result, different chaotic maps have different computational demands, key spaces, and key 
sensitivities[1]. The confusion stage and the diffusion stage are the two most important stages in a chaos- 
based image cryptosystem. Figure 4 illustrates a typical architecture block diagram [1], [18]. 

The confusion stage, this stage is called pixel permutation, and it's when all of the image's pixels are 
scrambled without affecting the values of the individual pixels. Diffusion stage, it is in this step that the pixel 
values are modified successively by the chaotic system sequence. Confidence and security can only be 
achieved after several rounds of confusion and diffusion. A chaotic map's unpredictability quality makes it 
ideal for multimedia data encryption such as image [19]. 
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Figure 3. Chaotic cryptosystems features 
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Figure 4. Image encryption architecture based on chaos 


4. CHAOS-BASED ENCRYPTION ALGORITHMS 

Many different methods of encryption based on chaos have been proposed thus far. Full and partial 
encryption algorithms are categorized based on the percentage of data that has been encrypted (also called 
selective encryption) as shown in Figure 5. Block and stream encryption are additional classifications for the 
two types of encryption, depending on the ciphers used [11], [20]. 
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Figure 5. Encryption categories 
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Sakthidasan et al. [21] proposed a new scheme, the proposed cryptosystem scheme comprises of 
two stages: confusion and diffusion. In all stages of confusion and diffusion, a variety of chaotic systems are 
applied. To increase the method's complexity even further, we're using complex chaotic maps instead of 
simple ones, thus enhancing the security. One of the 3D chaotic systems is used for pixel position 
permutation in the confusion stage. The next step is the diffusion stage, in which the pixel value diffusion is 
repeated using any of the chaotic systems that were used previously. In both stages, the secret key is the 
initial conditions and the control parameters used to generate the chaotic sequence. 

Anto et al. [22] image encryption and decryption utilizing two chaotic maps is proposed in this new 
algorithm. Lorenz and Baker maps are utilized for the two chaotic systems. The authors use a two-stage 
encryption method that involves creating confusion and then dispersing that confusion. The pixel values and 
positions are shuffled throughout the confusion and diffusion stage depending on which of the two chaotic 
systems, Lorenz or Baker, is used. The chaotic sequence is generated using separate keys in both steps. 
Reverse operations are carried out in the decryption stage, allowing the original image to be decrypted. 

Al-hazaimeh et al. [2] image encryption is proposed using Lorenz's chaotic map with dynamic 
secret keys. In this study, a method for encrypting digital images is proposed using the Lorenz system. An 
image's hash value is included in the proposed cryptosystem during the chaotic key generation process to 
dynamically update the initial secret keys in order to increase security. Using the experimental results, it can 
be concluded that the suggested technique is efficient, secure, and acceptable for practical application on 
insecure networks. 

In Al-Maadeed et al. [23] a pixel shuffler unit and a stream cipher unit are used in this paper to 
create a new image encryption method. For image encryption, pixel scrambling has two key advantages. 
Diffusion not only moves pixels around, but also alters the values of each pixel's value (i.e., confusion). 
Stream ciphers use non-linear function operations to perform confusion. The pixel shuffler unit has a 
permutation map that may be applied in both vertical and horizontal directions to reduce the correlation 
between neighboring pixels. As a pseudorandom number generator, the Hénon map (2D) is used to create a 
permutation matrix. Now the W7 algorithm is used after pixel permutation. This approach generates a 
pseudorandom cipher bit stream known as the key stream, which is equivalent to the scrambled image binary 
sequence. XORing the key stream with the shuffled image binary sequence generates the cipher image. 

In Gupta et al. [24], three different images (red, green, and blue) are created for the main image of 
size MxN. During the transformation of the red and green images, the blue image is preserved as it was. One 
row from each of the three image planes is taken from the rotated image to generate a plane of the three 
image planes. 2D cat maps are the first level of confusion. The final level of confusion is performed by a 
cascade of two maps, first a cat map and then a standard map. The diffusion stage follows the confusion 
stage, and the cipher image is created by XORing each pixel of the confused image with the diffused image. 
Al-hazaimeh et al. [14] based on Chen system and Bogdanov map anti-synchronization, a new image 
encryption technique is proposed. In this paper, to demonstrate the new algorithm's performance and 
robustness against various cryptanalytic attacks, some of these analyses are presented in this paper. The 
proposed technique can be used to provide an appropriate application over unsecure networks, according to 
the security analyses. In addition, Chen's anti-synchronization system and Bogdanov's transformation map 
can be used in a wide range of different applications, including real-time applications (i.e., video encryption). 

Chattopadhyay et al. [3] introduced a new chaos —based encryption algorithm. Using a matrix 
representation, the image has a range of gray levels from 0 to 1. The pixel matrix is transformed into an 
array. mod is used to convert pixel values to unsigned integers in the range 0-255. Using a circle map with an 
initial condition and control parameter, a chaotic sequence in the range 0 to 1 is generated. An intermediate 
cipher is constructed by XORing the pixel array with the chaotic sequence. There are several steps involved 
in the process of creating the final cipher. To obtain the final cipher image, the resulting cipher array is 
converted. 

Zhang et al. [25] applied image encryption based on chaotic map. Images were encrypted using the 
use of discrete exponential chaotic maps (SDEC). Permutation of plain-image pixels is used in SDEC, as 
shown in Figure 6, and "XOR plus mod" operations are used. It is also possible to build a key stream that is 
resistant to statistical assault, differential attack, and linear attack using a time-variable-parameter piece-wise 
linear map (i.e., TVWPPLM) [26]. 

El-Khamy et al. [27] based on Elknz chaotic stream cipher and discrete wavelet transform, a partial 
image encryption (PDEC) system was proposed as illustrated in Figure 7. A single-level 2-D discrete wavelet 
transform (2-DDWT) generates four coefficient matrices: the horizontal (ch), approximation (ca), diagonal 
(cd), and vertical (cv) matrices, respectively. When it comes to encrypting only the image's main matrix, the 
Elknz cipher is used to scramble all of the other sub-bands of the image. To create the encrypted image, 
a 2-D inverse discrete wavelet transform is applied to the scrambled ch, cv, and cd matrices and the 
encrypted ca matrix. 
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Ntalianis et al. [28] proposed a chaotic encryption method that uses video objects (VOCE). When 
using VOCE, color information is fused together to automatically identify video objects. The pixels of the 
lowest resolution level are then encrypted using a complex product cipher that combines a chaotic stream 
cipher with two chaotic block ciphers, followed by multi-resolution decomposition for each video object. 
This process is repeated until all of the encrypted regions have been propagated to higher resolution levels. In 
terms of brute-force and known cryptanalytic attacks, the VOCE is extremely resistant. 

Lian et al. [29] developed an efficient selective encryption system based on chaos for multimedia 
data (CSVE) depicted in Figure 8. For each frame, the 2-D coupled map lattice is used to encode only the 
direct current coefficients the alternating current coefficients (i.e., 2-D CML). DCT transformation and 
quantization block partitioning (8 x 8 in size each block), color space transformation, and post-encoding are 
all done before encryption is applied. The CSVE has a high sensitivity to keystrokes and a high degree of 
security. As a result, its encryption process has a minimal impact on the compression ratio and is much less 
expensive than video compression. 
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Figure 8. Video encryption scheme 
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5. SECURITY ANALYSIS 

Obtaining the weaknesses in a cryptosystem and retrieving either the whole or portion of a ciphered 
multimedia data or finding the secret key without knowing the algorithm's decryption key is known as 
"security analysis". If the analyst has access to the plain-text, cipher-text, or other components of 
cryptosystem, they can use a variety of approaches to perform analysis [30]-[31]. Table 2 summarizes some 
of the most popular types of attacks on encrypted multimedia data. 
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Table 2. List of most common cipher attacks 


No. Analysis Description 
1 Key space The key space of the cryptosystem expands exponentially with increasing key size, and the 
number of attempts to find the decryption key by checking all possible keys. 
2 Key sensitivity For a successful multimedia data encryption scheme, the secret key utilized must be extremely 


sensitive. The encrypted or decrypted image should be absolutely different if a single bit of the 
secret key is changed. 


3 Statistical The statistical analysis of the multimedia data such as image shows the correlation between the 
original and ciphered data. Cipher images must therefore be absolutely different from the original. 
4 Correlation co-efficient Coefficient of correlation is a statistical measure of the relationship between the relative 


movements of two variables. The values range from a negative one to a positive one. In 
multimedia data such as image, is the cross-correlation between neighboring pixels in the plain 
image and in the encrypted multimedia data on the vertical, horizontal, and diagonal. 


5 Information entropy Entropy is a measure of how random the data is, and there are no meaningful patterns to be 
detected. It is possible to anticipate future values if the data is low in entropy. 
6 Differential The goal of this analysis is to find out how sensitive the encryption method is to even the smallest 


of changes. The encrypted multimedia data such as image should be completely affected if an 
attacker is able to make a small change (such as one pixel) to the plain image. 


6. COMPARISON OF DIFFERENT ENCRYPTION SCHEMES- BASED CHAOTIC MAPS 

Encryption systems are tested using a variety of security techniques, including those detailed in 
previous section (i.e., section 4), to ensure that they perform well and are secure. A table summarizing the 
security analysis results is presented in Table 3. Using chaos theory, it is possible to analyze each method of 
multimedia data encryption in the table. 


Table 3. Security analysis resultsfor various chaos based cryptography schemes 


Results 
Correlation Entropy 
Rer Key . Key ; Horizontal Vertical Diagonal NPCR UACI 
Space’ sensitivity” iain Cipher Plain Cipher Plain Cipher 

[21] Large Medium 0.9791 0.0052 0.9357 0.0539 0.9183 0.1141 99.51 32.9 
[22] Qe High 0.9598 -0.003 0.9763 -0.002 - - - - 
[2] Large High 0.933323 0.00732999 0.956482 0.00548614 - - 99.6 33.24 
[23] ae High 0.9976 0.0096 0.9924 0.0038 - - 0.0015 0.0005 
[24] gis High 0.9156 0.001 0.8808 0.006 0.8603 0.091 99.62 33.19 
[14] Large High 0.933098 0.00674988 0.956726 0.00527721 0.908045 0.00655692 99.6002 33.4146 
[3] 2208 High 0.9712 0.0012 0.9698 0.0032 0.9861 0.0058 99.63 33.01 
[27] Large High 0.9341 0.0014 0.9634 0.0036 0.9402 0.0028 99.52 32.09 
[29] Large High 0.92.5 0.0021 0.9808 0.0038 0.9601 0.0901 99.43 32.58 
[30] Large High 0.8991 0.0060 0.8959 0.0493 0.8997 0.1150 99.64 33.02 
[31] _ Large High 0.9651 0.0085 0.9652 0.0493 0.9685 0.0984 99.60 33.01 


7. CONCLUSION 

To communicate via open networks like the internet, security of digital images has become critical. 
Chaos-based multimedia data encryption techniques have been explored and examined in this study to 
evaluate their efficacy against a variety of attacks. For real-time application security, all of the encryption 
techniques are useful, and each one is unique in its own way, which is acceptable for different applications. 
Using numerous chaotic maps for multimedia data encryption can increase security. Further exploration of 
the chaotic maps is necessary, as there are many more to be found. As a result, encryption, which can be 
referred to as a scientific art, should always demonstrate a high level of security. 
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